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AL EE0IA ...

7.2.2.2 The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security
Management System ensure security is adequately considered, including risks and mitigations listed in

UN R155
Part B - M3. Protection of secrets (e.g. keys, credentials, etc.) held on backend servers.

Part D - M5. To ensure secure storage of parameters or secrets (e.g. keys, configuration files, etc.).
MG6. To protect secrets (e.g. keys, credentials, etc.) from being read-out from the vehicle.

[11.4.6] Implementation of cryptographic algorithms
"If cryptographic algorithms are implemented, ... their implementation shall adhere to current security best

practices and guidelines...”
ISO/SAE 21434

[11.4.7] Secure storage of data and parameters
"If data and parameters are stored, ... their storage shall be implemented according to the cybersecurity
specifications..."
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1. =XH 2H|

(Governance Issue)

2. 294 Halol of2{2
(Operational Transition)

3. IZMNA HEESIO|IZ
(Process Standardization)

4. OEM 27 LIS 023
(OEM Compliance)

5. HQhAXN 0|F
(Security & Traceability)
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I T AT

o AAHIEE| V]S

o IDZHE M| |5

o Ho7| 2 22| Vs
o HOIHM 2| 7S

o M EH| e[ AS T

°
KMS Server | . oemkms @i 7S

+ Secure Debug &2| 7|5

+ SecOC #2| 7Is

+ Secure Authentication 2| 7|5 (215 A, Optional)
+ Secure Flash 22| 7|5 (MXtME, Optional)

or

« DZZNE-HO7| ZE 22| 7|5
« KMS¥E 7|5
o
s AL + Legacy EOL Program 915 7|5
« SHE Spec. 7|8t 7| H|0|E RaX HAL 7S
+ KMS Agent¥s 7|5
EOL Program . [EITH 2 7] 9l QIEN, THASIS FO! 7S ®
o [FEH €% 7| U QABAM, IHAYE 24 J|s
 [ZIEH] In Vehicle Provisioning 7|5
HOZL(MCU) . [on HsMm U ot 71 9 ol M, THASIE Xz 715
« [E2H HSM 7|8t =0t ofZ2|H| 0| M JH o

* HO 0{Z2[#|0|M: Secure Authentication, SecOC, Secure Debug, Secure Flash 2.0, Secure Boot
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« AR -Batch Update 242! (4/4)
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@ Vs Plant Program (v1.0.0)

- O
Program  Settings  Help
DashBoard
Batch Result Registration Status
Total Count S
Name (Success/Fail/Discarded) Uploaded Time Registration Result Retry Count
Dataset Usage Schedule Monitor
Name Status v
Next Synchronization Remain Time Manual Sync
Log
Tier KMS Log Legacy Log
Program Log

[2825-10-17 19:34:46.662] All schedule item registered successfully

[2@25-10-17 19
[2025-10-17 19
[2@25-10-17 19
[2025-10-17 19
[2@25-10-17 19:

® Tierkms @ Legacy

6.666] Scheduler started successfully

6.685] TCP server started on port 3@se

6.69@] Key injection service started successfully

6.730] UL Dashboard initialization completed successfully
6.735] Application initialization completed successfully

@ General Setiings

Progam  Tier KMS TCR/P

Client ID
Partner Code

Display Option 0 Norzml O Minimize O Tray

Legacy Project Code Length
Legacy ECU Model Length 4
HW Part Number Length ]

ECU Serial Number Length 4

@ Database Settings
Mapping Table <Tier KMS-Legacy>

Database Deatail Tier KM!

Name Batch Request Sz Sync Time  Syne Interval  Project €

Create || Copy

@ Database Item

Add Database

Tier KMS_Project Cade
Tier KMS_ECU Model

Tier Kms_HW Part Number(g)

Legacy_Project Code(S)
Legacy_ECU Model(4)
Legacy_HW Part Number(8)

Batch Request Size (Max1000)
Sync Time(HH:MM)

Sync Interval(Hrs)

1

2% 73822 5

24
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